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1.0 ABSTRACT 
The purpose of this research paper is to study the spreading patterns of mobile phone viruses. We 
observe the mobility of mobile phone users on account of a mobile phone virus outbreak to figure out 
the spreading patterns.  We try to understand the different types of mobile phone viruses available 
which are potential threats to mobile phone users. The assessment on mobile phone viruses reveal that 
vulnerability to Bluetooth viruses is higher when compared to a Multimedia messaging service. The 
Bluetooth virus has a potential to reach a wider section of mobile users who are in closer proximity to 
the infected mobile phone. But, the rate at which they spread is not so alarming when compared to a 
virus carried by multimedia messaging service. This provides us avenues to plan and mitigate the virus 
spread by deploying antiviral software. The threat posed by multimedia messaging service virus is 
limited to small section of users who have the facility to receive and access it. The results clearly indicate 
that with the current crop of mobile phone viruses we can clearly avert a major mobile phone virus 
outbreak.  Going forward it is predicted as the mobile phone user’s switch to smart phones which run on 
a mobile operating system it becomes more vulnerable to virus threats. It gets more complicated when 
a certain mobile phone operating system gains popularity there by commanding high market share. 

2.0 INTRODUCTION 

2.1 Overview of Mobile phone devices 
Traditional mobile phone devices had lesser threat for mobile phone viruses because they were 
designed not to share data, programs or information. It was almost impossible to intrude into another 
mobile phone. The advent of Smart phones  in the market brought in new complications because it was 
built on a operating system and the information age we live in requires transfer of information from 
mobile phone in all forms like Bluetooth, Multimedia Messaging Service(MMS), Email, Wi-Fi. Smart 
phone available in market comes with higher computing power and uses extended memory storage 
cards. The virus can spread through even memory cards, or using any of the data transfer services 
mentioned. Thus, trends clearly show us that it opens up new horizons to malicious users and the 
potential threats are self evident.  

2.2 History of Mobile phone virus1

The history of mobile phone virus creation & first existence takes us back to June 2004. A group of 
professional virus writes known as 29A created the first virus for smart phones. This virus is called as 
‘Carbie’.  It was written purely to demonstrate that malicious code could be created for Symbian OS. The 
intent behind this is to improve the security of Symbian mobile OS. The sample of Carbie virus code was 
sent to antivirus companies at the request of its author. The source code of the virus was later posted in 
the internet which led to number of modifications being created.   

 

                                                           
1 http://www.securelist.com/en/analysis?pubid=170773606 

http://www.securelist.com/en/analysis?pubid=170773606�
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In the below graph a time scale starting from May 2004 to September 2005 is depicted. It can be 
classified into two periods one from June 2004-January 2005 where the source code of Carbie is 
modified develop new kind of viruses. The other time period starting from Jan 2005 to September 2005 
shows a dominant period for creation of new Trojans for Symbian OS.  Since 2004 more than 420 smart 
phone viruses have been identified. Smart phones comprise a meager 5% of the total mobile market. 
Given the high growth rate it is poised to become the dominant communication device in the near 
future.   

 

Figure 1: Increase in the number of known mobile virus families.2

2.3 What Mobile phone viruses can do?

 

3

 

 

The two common data transfer mediums Bluetooth & MMS is used to transmit the virus. The damage 
caused to one who owns the device will be the loss of vital information stored in the mobile. The virus 
transmits infected files to people in your address book and recent call history. Steal important 
information saved in the mobile like Bank PIN, user logon credentials. The virus can disable your basic 
mobile phone functions like prohibiting you to use Short Messaging Service, Camera, games etc.  It can 
also make your mobile completely disable. It also prevents you from installing antiviral software, lock 
your memory card, Use up more phone battery than usual.  

                                                           
2 http://www.securelist.com/en/analysis?pubid=170773606 

3 http://www.mediabuzz.com.sg/asian-emarketing/september-october-2009/617-a-brief-history-on-the-types-of-
mobile-viruses 

http://www.securelist.com/en/analysis?pubid=170773606�
http://www.mediabuzz.com.sg/asian-emarketing/september-october-2009/617-a-brief-history-on-the-types-of-mobile-viruses�
http://www.mediabuzz.com.sg/asian-emarketing/september-october-2009/617-a-brief-history-on-the-types-of-mobile-viruses�
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3.0 VIRUS CATEGORIZATION4

It is important to categorize the various mobile phone viruses present today, because it provides us with 
a clear vision on the types of viruses and arrive at the solutions to target at these viruses. By categorizing 
the viruses we can understand how the viruses infects into a mobile device, target on what kind of 
information or what damage it causes to the infected mobile. Finally how the infected device targets 
other susceptible users. The classification all the information is vital to arrive at developing anti-virus 
programs.   

 

3.1 Cellular Network 
The virus is spread through Multimedia Messaging system (MMS) within the traditionally virus-free 
cellular network.  MMS uses Internet to transmit the messages. One of the notable examples is a virus 
called Comm Warrior. The smart phone device is round the clock connected to the cellular network 
which makes the chances of infecting other phones extremely high and contagious.   

3.2 Bluetooth 
Bluetooth is a technology used for wireless transmission of data, which was developed in 1998. It is 
commonly used to exchange data between two mobile devices. It functions normally within a range of 
10 to 20 meters; it does not require the network infrastructure for transmitting the virus. Instead, it 
leverages the mobility of the mobile phone user to infect nearby Bluetooth users.  It is especially 
contagious in a dense environment.  One of the notable examples is a virus named Cabir. The virus 
outbreak occurred in the World Athletics Championships.  

3.3 Internet 
Smart phones are designed to access internet via Wi-Fi, GPRS/EDGE or 3G network access and 
maximizes the vulnerability for infection when downloading files from internet. Viruses spread through 
internet are relatively less when compared to MMS & Bluetooth because of lesser bandwidth offered 
and higher cost factor. Some Notable viruses are Skulls, Doomboot these viruses are disguised as games 
and downloaded. 

3.4 USB/Active Sync/Docking  
To synchronize calendar events and new contacts a smart phone is typically connected to a desktop 
computer.  The virus could penetrate the smart phone in the process. Crossover virus is a notable 
example. The virus first affects the desktop system and then gets into the smart phone during 
synchronization.  

 

                                                           
4 Cheng, J ., Wong, S., Yang, H. & Lu, S. Smart Siren: Virus Detection and Alert for Smart phones. Proc. 5th ACM Int. 
Conf. Mob. Syst. Appl. Serv. (ACM, New York, 2007). 
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4.0 SPREADING PATTERNS OF MOBILE PHONE VIRUSES 

4.1 Bluetooth5

A Bluetooth virus can infect all Bluetooth activated phones within a distance from 10 to 30m, resulting 
in a spatially localized spreading pattern. One can draw parallels for spreading patterns of Bluetooth 
virus with contact based diseases like SARS and influenza where it exhibits spatially localized spreading 
patterns. To understand the spreading patterns of Bluetooth virus we require the location of the user, 
the mobility information of the user with respective to the time and the communication patterns of 
mobile phone users.  

 

To track the spread of Bluetooth virus, we assign to each user an hourly location that is consistent with 
its travel patterns and follow the infection dynamics within each mobile tower area. With the recorded 
information for Bluetooth virus it is stimulated which indicates that in a given time frame, a Bluetooth 
virus can reach all susceptible handsets, as sooner or later all the devices will find itself in vicinity to an 
infected handset. The spreading rate of the virus is hugely depended on the market share factor. When 
the market share of Bluetooth enabled handset is as low as 1% it takes several months to reach all 
susceptible handsets. In contrast if the market share is 30% it infects 85% of susceptible handsets in a 
few hours and 99.8% in less than a week.  

The slow spreading rate of Bluetooth virus offers us ample time for developing and deploying antivirus 
software or countermeasures for a Bluetooth virus before it could reach a large fraction of users.  

 

Figure2: A graph to show Bluetooth virus spreading pattern in terms of days. The graph is plotted for 
different market share values   

                                                           
5 P.Wang, M.Gonzalez, C.A.Hidalgo, A.-L.Barabasi, Science 324,Understanding the spreading patterns of mobile 
phone viruses 1071-1076(2009) 
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4.2 Multimedia Messaging System6

An MMS virus sends a copy of itself to all mobile phones whose numbers are found in the infected 
phone’s address book. Newly affected users proceed to affect their contacts. This iterative process 
continues. This shows spreading patterns similar to that of a computer virus with long range spreading 
pattern. To perform quantitative study the information of mobile user’s location, mobility and the 
communication patterns of mobile phone users needs to be provided. Once a handset is infected with 
MMS virus it sends a copy of itself to each mobile phone numbers found in the handset’s phone book, 
approximated with the list of numbers the handset’s user communicated during the last one month 
period within two minutes.  

 

The spreading pattern is much faster when compared to Bluetooth. It reaches saturation in a few hours 
in contrast the Bluetooth virus takes weeks/months to infect all the susceptible handsets. On the flip 
side, the MMS viruses can reach only to a smaller fraction of users with a susceptible handset because 
fragmentation of the call graph occurs in its spreading pattern.  

 

Figure3: A graph to show MMS virus spreading pattern in terms of Hours. The graph is plotted for 
different market share values   

                                                           
6 P.Wang, M.Gonzalez, C.A.Hidalgo, A.-L.Barabasi, Science 324,Understanding the spreading patterns of mobile 
phone viruses 1071-1076(2009) 
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4.3 Hybrid7

The Limitations of both Bluetooth and MMS viruses are overcome by Hybrid viruses that can 
simultaneously use both Bluetooth and MMS connections to spread, the first of the many such viruses 
being the “Comm Warrior” released in 2005. The Hybrid viruses also depend on the complex market 
share. The spreading process is divided into giant component which is taken care by MMS virus in the 
early stage which aid in rapid invasion of the MMS cluster and the small component which is taken care 
by Bluetooth virus but it takes more time than the MMS cluster.  

   

The hybrid viruses are about three times faster than an MMS virus at constant market share.  

The rapid growth in the smart phone and the increased market share of few OS posses threat for major 
outbreak of viruses. The significant threat faced today is from Hybrid viruses that take the advantage of 
both Bluetooth and MMS protocols but the spread is limited by the Bluetooth virus involved in it for the 
smaller component. Understanding the realistic risks carried by mobile viruses that aid in the 
development of proper measures to mitigate virus outbreaks in the future. 

 

Figure 4: Spreading pattern of Bluetooth, Hybrid and MMS on time dependent factor 

 

 

                                                           
7 P.Wang, M.Gonzalez, C.A.Hidalgo, A.-L.Barabasi, Science 324, Understanding the spreading patterns of mobile 
phone viruses 1071-1076(2009) 
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Figure 5: Spatial spreading pattern designed by Bluetooth, MMS and hybrid viruses.8

                                                           
8 P.Wang, M.Gonzalez, C.A.Hidalgo, A.-L.Barabasi, Science 324, Supporting Online Material for Understanding the 
spreading patterns of mobile phone viruses 1071-1076(2009) 
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5.0 ESTIMATING MARKET SHARE VALUE FOR MOBILE PHONES 
• The fraction of all mobile phones that are smart phones:  It is estimated that 5% of all mobile 

phones are smart phones. 

• Smart phones use a variety of different OS: Symbian is the common OS variant in the market 
which is 40% of total smart phones, This translates to market share of 2% among all mobile 
phones. 

• There are several versions of each OS: Symbian OS for example has lots of different version 
OS6.0 to OS9.3 and a particular virus is found to infect only few versions of an OS. Thus 
drastically minimizing the market share of phones susceptible to a virus.  

• Viruses that spread through Bluetooth can only infect phones that have enabled the 
Bluetooth: Handsets in which Bluetooth not opened for connection will not be infected by virus 
outbreak. Because they are undiscoverable  

• All Known mobile phone viruses require user installation: The viruses can trick the users many 
ways to install the virus file to infect the handset. To finish the infection it requires the user’s 
acceptance for installation.  

 

6.0 HOW TO PREVENT MOBILE VIRUSES9

• Ensure that you are aware of the file you are downloading through Bluetooth. 

 

• Turn off your Bluetooth option and use it only when it is required it helps you to safeguard the 
handset from possible virus attacks. 

• Never open messages from unknown sender. Better delete them if you have received one. 

• Don’t try your luck in installing new programs for your mobile. They have possible threat to 
virus, malware  

• Installing antivirus programs to safeguard our mobiles from potential virus attacks. 

• Download ringtones and games from official websites 

• Delete the infected application program and re-install them. 

 

                                                           
9 http://www.rediff.com/money/2006/feb/08spec1.htm 

http://www.rediff.com/money/2006/feb/08spec1.htm�
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7.0 CONCLUSION 
 

Mobile phones will always be prone to virus attacks in the future. No matter how proactive we are to 
nab the viruses. Development of new age viruses is always a constant threat to us. We need to evolve 
and figure out better techniques to mitigate the viruses and encourage a healthy promotion of 
developing antivirus software’s/tools  to prevent wide spread breakout of harmful viruses.  

Educating the mobile users will come handy and having empowered with information on the threats 
available to users. 
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